Lothian Valuation Joint Board Non-Domestic (Business) Rating,

Council Tax and Electoral Registration

Secure Data sharing - Encrypted Email Attachment

Lothian Valuation Joint Board’s email system is hosted on Microsoft’s online platform called
Microsoft 365. It uses enterprise security to provide reliable and secure data exchange
between LVJB employees and stakeholders.

If you have any concerns about returning information to us via the normal email or postal
channels, we have provided details of an additional option that will allow you to return your
data in a secure format.

Microsoft Windows users:
1. This method requires a free piece of software to be installed on your computer

called 7zip*.

= You can download it from the producer’s website: https://www.7-zip.org/

= There are download options for both 32 and 64 bit Windows PCs. Please note:
the 7-Zip version 19.00 example below shows the date the screenshot was
taken (03/03/2020)

= To start your download please click on one of the links on the website page:

7-Zip is a file archiver with a high compression ratio.

Download 7-Zip 19.00 (2019-02-21) for Windows:

Link Type Windows Size
Download .exe 32-bit x86 1MB
Download .exe 64-bit x64 1MB

2. Once the software is downloaded please navigate to your Downloads folder (or
the location you have downloaded the file to). Execute it by double clicking on the
file name to start the installation process and follow the instructions on the screen:
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https://www.7-zip.org/

Bz 7-Zip 19.00 (x64) Setup *

Destination folder:
C:\Program Fles\7-Zip\ | I:l

Instal | | T

7-Zip 19.00 (x64) Setup >

Degtination folder:

|C:'-.Program BT |

7-Zip 19.00 {x64) is installed

3. With 7-Zip installed, you can select some files in a File Explorer or Windows
Explorer window:
Right-click your file and select 7-Zip > Add to archive. Please make sure you
select the “Add to archive” option, as it gives you the ability to set a password. If
you don’t see the menu option here, you can also open the 7-Zip application
directly and use it to create an archive:

Print
Rotate right
E Rotate left
Cast to Device >
Passport,) T-Zip >

CRC SHA > Compress and email...

[of Edit with Motepad++ Add to "Passport.7z"

[= Share Compress to "Passport.7z" and email
Open with > Add to "Passport.zip”
Scan with Sophos Anti-Virus Compress to "Passport.zip” and email

Give access to
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7-Zip will create a 7z archive by default, but you can also choose Zip (see fig.1
below). If you do opt to go with Zip:
= Please select the AES-256 encryption method (fig.2) instead of the
weaker ZipCrypto method.
= Enter your password in the boxes provided to create your encrypted
archive file and click OK (fig.3). Please make sure you have noted the
password you entered, as you will need to send it to us using our password
access page (see the details provided in point 6 below).

Ldd to Archive =

e C:\Users‘tschabowski\Pictures’\Scans\

Passport zip ~
Archive format: zip w Update mode: Add and replace files ~
1
Compression |evel: Momal e Path mode: Relative pathnames ~
Compression method: Dieflate v Options
Create SFX archive

Dictionary size: 32KB ~

[] Compress shared files
Word size: 3z b [ Delete files after compression
Solid Block size:

Encryption
Mumber of CPU threads: 8 w /8 Enter password:
Memory usage for Compressing: 255 MB

Reenter password:

Memory usage for Decompressing: 2MB | |

Split to wolumes, bytes:

| > |

[ Show Passwerd

Encryption method:
Parameters:
2

Once the encrypted file is ready please send it as an email attachment to
enquiries@lothian-vjb.gov.uk

The last step is to send the encryption password you used and noted earlier at
point 4 -

= Please visit the url: https://www.lothian-vjb.gov.uk/access/
= Fillin the form on the access page with details requested.
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Apple Mac users:
1. Please download and install the Keka app from the Apple store:
https://apps.apple.com/us/app/keka/id470158793?mt=12

2. Launch Keka, select Zip and enter a password for your archive.

W? 1 \} )

n { ) Keka - 7z

Zip Tar Gzip Bzip2

Method: Normal
Sttl:re Faslt

Split:

Password: sescsssee

=0

Repeat: {::. |

Encrypt filenames
Solid archive

Exclude Mac resource forks

Delete file(s) after compression

| Archive as single files

3. Dragand drop one or more files you want to compress onto the Keka window and
they’ll be compressed into a 7z file, encrypted with the password you entered.

Please make sure you have noted the password you entered as you will need to

send it to us using our password access page (see the details provided in point 5
below).
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Screen Shot
2014-11...4.07 AM

Drop here to compress

4. The Encrypted file will be saved on your desktop please send it as an email
attachment to enquiries@lothian-vjb.gov.uk

5. The last step is to send the encryption password you used and noted earlier in
point 3 above.

e Please visit the url: https://www.lothian-vjb.gov.uk/access/
e Fill in the form on the access page with the details requested.

Note:
7-Zip and Keka software are free and tested against malicious software using VirusTotal
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